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PRESS RELEASES

Treasury Targets Russian Operatives over
Election Interference, World Anti-Doping
Agency Hacking, and Other Malign
Activities

December 19, 2018

Washington - Today, the U.S. Department of the Treasury’s Office of Foreign Assets Control
{OFAC) took action in response to Russia’s continued disregard for international
norms. Specifically, OFAC designated a former officer of Russia’s Main Intelligence Directorate

(GRU) for having acted on behalf of sanctioned oligarch Oleg Deripaska (Deripaska). OFAC also
issued new designations related to the Internet Research Agency (IRA), an entity previously
sanctioned for its efforts to interfere in U.S. elections. Today’s action also includes the
designation of 15 members of the GRU, a previously designated Russian military intelligence

organization, for their involvement in a wide range of malign activity, including attempting to
interfere in the 2016 U.S. election, efforts to undermine international organizations through
cyber-enabled means, and an _as'sassination' attempt in the United Kingdom. These 15
operatives are being sanctioned pursuant to the Countering America’s Adversaries Through
Sanctions Act {CAATSA). To date, this Administration has sanctioned 272 Russia-related
individuals and entities for a broad range of malign activities.

“Treasury is sanctioning Russian intelligence operatives involved in cyber operations to
interfere with the 2016 election and a wide range of other malign activities. We are taking
action against operatives working on behalf of a sanctioned oligarch, hacking the World
Anti-Doping Agency and other international organizations, and engaging in other subversive
actions,” said Steven T. Mnuchin, Secretary of the Treasury. “The United States wiil continue
to work with international allies and partners to take collective action to deter and defend
against sustained malign activity by Russia, its proxies, and intelligence agencies.”



e HH

ST

As a result of today’s designations, all property and interests in property of these persons
subject to or transiting U.S. jurisdiction are blocked, and U.S. persons are generally prohibited
from engaging in transactions with them.

OLEG DERIPASKA RELATED DESIGNATION

Victor Alekseyevich Boyarkin (Boyarkin} is a former GRU officer who reports directly to Deripaska

———

=

and has led business negotiations on Deripaska’s behalf. Deripaska and Boyarkin were
involved in providing Russian financial support to a Montenegrin political party ahead of
Montenegro’s 2016 elections. Boyarkin was designated pursuant to Executive Orders (E.O.)
13661 and 13662 for having acted or purported to act for or on behalf of, directly or indirectly,
Oleg Deripaska, who was previously designated pursuant to £.0. 13661 for having acted or
purported to act for or on behalf of a senior Russian government official, as well as pursuant to
E.Q. 13662 for operating in the energy sector of the Russian Federation economy, as well as with
entities 50 percent or more owned by designated persons. :

ATTEMPTED ELECTION INTERFERENCE

roject Lakhta

day, OFAC also designated several entities and individuals related to Project Lakhta, a broad

ussian effort that includes the IRA, designated previously under E.Q. 13694, as amended,
which has sought to interfere in political and electoral systems worldwide. Since at [east 2014,
Project Lakhta has used among other things, fictitious online personas that posed as U.S.
persons in an effort to interfere in U.S. elections, as the IRA did during the 2016 U.S.
election. Concord Management and Consulting LLC and Concord Catering — two entities
owned by Yevgeniy Prigozhin (Prigozhin) — controlled Project Lakhta's funding, recommended
personnel, and oversaw Project Lakhta’s activities. Concord Management and Consulting LLC,
Concord Catering, and Prigozhin were all previously designated pursuant to E.O. 13694, as
amended, on March 15, 2018 for providing funding to the IRA’s operations. Prigozhin was also
previously designated for materially assisting senior officials of the Russian Federation under
E.O. 13661, while Concord Management and Consulting LLC and Concord Catering were
designated under E.O. 13661 on June 20, 2017.

Since 2014, Project Lakhta concealed its activities by operating through several entities to
include the IRA, Nevskiy News LLC, Economy Today LLC, and the Federal News Agency LLC. As a
result, Nevskiy News LLC, Economy Today LLC, and the Federal News Agency LLC were

+ 1080050005
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designated pursuant to £.0. 13694, as amended, for being owned or controlled by or having
acted or purported to act for or on behalf of, directly or indirectly, Concord Management and
Consulting LLC and Concord Catering.

Within weeks after the designation of the IRA, the Federal News Agency LLC — an entity utitized
by Project Lakhta to obscure its activities that was also designated today — announced that it
was creating a new Russian-funded, English-language website called USA Really. USA Really,
which is operated by Alexander Aleksandrovich Malkevich (Malkevich), engaged in efforts to post
content focused on divisive political issues but is generally ridden with inaccuracies. in June
2018, USA Really attempted to hold a political rally in the United States, though its efforts were
unsuccessful. As of June 2018, Malkevich was a member of Russia’s Civic Chamber commission
on mass media, which serves in a consultative role to the Russian government. Based on this
activity, USA Really was designated pursuant to £.0. 13694, as amended, for being owned or
controlled by the Federal News Agency LLC, while Malkevich was designated pursuantto E.O.
13694, as amended, for having acted or purported to act for or on behalf of, directly or indirectly,

USA Really.
7 As of 2018, Flena Alekseevna Khusyaynova (Khusyaynova) served as the Chief Accountant in
g ject Lakhta’s finance department, where she managed Project Lakhta’s budgeting and
— ayment of expenses associated with its social media operations, advertising campaigns,
= | infrastructure, and registration of legal entities used to further its activities. Khusyaynova . =

maintained Project Lakhta’s monthly budgets and submitted requests to Concord Management
and Consulting LLC and Concord Catering. As a result of these activities, Treasury designated
Khusyaynova pursuant to E.0. 13694, as amended, for having acted or purported to act for or on
behalf of, directly or indirectly, Concord Management and Consulting LLC and Concord
Catering. Khusyaynova is also the subject of a criminal complaint announced on October 19,
2018.

GRU ATTEMPTED ELECTION INTERFERENCE

Nine Russian GRU officers were designated today for their direct involvement in efforts to

SR

interfere in the 2016 U.S. election by targeting election systems and political parties, as well as
releasing stolen election-related documents. These nine individuals worked within Unit 26165
and Unit 74455 of the GRU. Unit 26165 engaged in cyber operations that involved the staged |
release of documents stolen through computer intrusions. Unit 74455 assisted in the release of
stolen documents through various online personas, promoted those releases, and then aided in
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the publication of stolen content on social media accounts operated by the GRU. These nine
GRU officers are subjects of an indictment announced on July 13, 2018.

Viktor Borisovich Netyksho (Netyksho) was designated pursuant to CAATSA Section 224 for
knowingly engaging in significant activities undermining cybersecurity against any person,
including a democratic institution or government, on behalf of the Government of the Russian
Federation, and for acting or purporting to act for or on behalf of, directly or indirectly, the
GRU, As of March 2016, Netyksho was in command of Unit 26165 of the GRU.

Boris Alekseyevich Antonov (Antonov) was desighated pursuant to CAATSA Section 224 for
knowingly engaging in significant activities undermining cybersecurity against any person,
including a democratic institution or government, on behalf of the Government of the Russian
Federation, and for acting or purporting to act for or on behalf of, directly or indirectly, the -
GRU. AsofMarch 2016, Antonov was a Major assigned to Unit 26165 of the GRU and was
responsible for supervising those who targeted the 2016 U.S. Presidential election.

van Sergeyevich Yermakov (Yermakov) was designated pursuant to CAATSA Section 224 for
knowingly engaging in significant activities undermining cybersecurity against any person,
including a democratic institution or government, on behalf of the Government of the Russian

=3 Federation, and for acting or purporting to act for or on behalf of, directly or indirectly, the =

GRU. As of March 2016, Yermakov was an officer assigned to Unit 26165 of the GRU. Between N
March and May 2016, Yermakov participated in the hacking of email accounts and servers

associated with the 2016 U.S. election. Yermakov also played an integral role in compromising
WADA'’s database in 2016.

Aleksey Viktorovich Lukashev (Lukashev} was designated pursuant to CAATSA Section 224 for
knowingly engaging in significant activities undermining cybersecurity against any person,
including a democratic institution or government, on behalf of the Government of the Russian
Federation, and for acting or purporting to act for or on behalf of, directly or indirectly, the
GRU. As of March 2016, Yermakov was a Senior Lieutenant within Unit 26165 of the GRU who
sent spearphishing emails to campaign members associated with the 2016 U.S. election.

e

b olay Yuryevich Kozachek (Kozachek) was designated pursuant to CAATSA Section 224 for
nowingly engaging in significant activities undermining cybersecurity against any person,
including a democratic institution or government, on behalf of the Government of the Russian
Federatio'n, and for acting or purporting to act for or on behalf of, directly or indirectly, the
GRU. As of March 2016, Kozachek was a Lieutenant Captain assigned to Unit 26165 of the
GRU. Kozachek also developed and monitored malware utilized by the GRU used to hack into
networks associated with the 2016 U.S. election.
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— supervised a department that was responsible for the administration of computer
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Artem Andreyevich Malyshev (Malyshev) was designated pursuant to CAATSA Section 224 for
knowingly engaging in significant activities undermining cybersecurity against any person,
including a democratic institution or government, on behalf of the Government of the Russian
Federation, and for acting or purporting to act for or on behalf of, directly or indirectly, the
GRU. As of March 2016, Malyshev was a Second Lieutenant within Unit 26165 of the GRU who
monitored malware implanted by the GRU on networks associated with the 2016 U.S.
election. Malyshev also played an integral role in compromising WADA’s database in 2016.

Aleksandr Viadimirovich Osadchuk (Osadchuk) was designated pursuant to CAATSA Section 224
for knowingly engaging in significant activities undermining cybersecurity against any person,
including a democratic institution or government, on behalf of the Government of the Russian

Federation, and for acting or purporting to act for or on behalf of, directly or indirectly, the
GRU. As of March 2016, Osadchuk was the commanding officer of Unit 74455 of the GRU.

Aleksey Aleksandrovich Potemkin (Potemkin} was designated pursuant to CAATSA Section 224

for knowingly engaging in significant activities undermining cybersecurity against any person,

including a democratic institution or government, on behalf of the Government of the Russian

Federation, and for acting or purporting to act for or on behalf of, directly or indirectly, the
"GRU. Asof March 2016, Potemkin was an officer assigned to Unit 74455 of the GRU and

= | infrastructure used in the release of stolen documents online. =

Anatoliy Sergeyevich Kovalev (Kovalev) was designated pursuant to CAATSA Section 224 for
knowingly engaging in significant activities undermining cybersecurity against any person,
including a democratic institution or government, on behalf of the Government of the Russian
Federation, and for acting or purporting to act for or on behalf of, directly or indirectly, the

GRU. As of March 2016, Kovalev was an officer assigned to Unit 74455 of the GRU. By July 2016,
Kovalev hacked the website of a state board of elections and stole voter information. By
August 2016, Kovalev also hacked into computers of a U.S. company that supplied software

used to verify voter registration information for the 2016 U.S. elections.

WORLD ANTI-DOPING AGENCY-RELATED
DESIGNATIONS

Between 2016 and 2018, Russia targeted the World Anti-Doping Agency (WADA), the
Organization for the Prohibition of Chemical Weapons (OPCW), and other international
nonpolitical organizations using cyber hacking techniques. In 2016, WADA announced that
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malicious actors, who were in fact the GRU, had accessed data on its networks through
spearphishing attacks and then illegally released confidential medical data pertaining to
professional athletes, with modifications from the original version in some instances. These
cyber-enabled operations followed WADA's exposure of Russia’s extensive state-sponsored
doping program in an independent WADA commission report. On October 4, 2018, the U.S.
Department of Justice indicted and Dutch authorities announced the expulsion of the four GRU
officers identified below involved in malicious cyber activity targeting the OPCW, the
international organization responsible for eradicating chemical weapons worldwide under a
United Nations mandate, who Treasury is also designating today.

Specifically, OFAC designated Aleksei Morenets (Morenets) and Evgenii Serebriakov (Serebriakov),
officers in the GRU who played an integral role in compromising WADA’s database in 2016, as
well as assisting the GRU’s attempted cyber intrusions into the OPCW. Morenets and
Serebriakov were designated pursuant to CAATSA Section 224 for knowingly engaging in

ignificant activities undermining cybersecurity against any person, including a democratic
%8‘;";:*-» tution or government, on behalf of the Government of the Russian Federation, and for
&“" ting or purporting to act for or on behalf of, directly or indirectly, the GRU.

Oleg Sotnikov (Sotnikov) served as a Russian military intelligence officer who provided support

== : to the GRU during its targeting of the OPCW, and was designated pursuant to CAATSA Section ==

— | 224 for knowingly engaging in significant activities undermining cybersecurity against any L=

person, including a democratic institution or government, on behalf of the Government of the
Russian Federation, and for acting or purporting to act for or on behalf of, directly or indirectly,
the GRU.

Alexey Minin (Minin) also served as a Russian military intelligence officer who supported the
targeting of the OPCW, and also worked with Sotnikov to assemble hacking equipment during
the operation. Minin was designated pursuant to CAATSA Section 224 for knowingly engaging
in significant activities undermining cybersecurity against any person, including a democratic
institution or government, on behalf of the Government of the Russian Federaticon, and for
acting or purporting to act for or on hehalf of, directly or indirectly, the GRU.

NOVICHOK NERVE AGENT ATTACK

In a brazen attack that defied international norms and Russia’s obligations under the Chemical
Weapons Convention, GRU officers attempted to assassinate Sergei Skripal and his daughter by
using a military grade nerve agent called Novichok in Salisbury, England in March 2018. Skripal,

N
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his daughter, and a police officer survived the attack; however, months later, two additional
British nationals were exposed to the agent, one of whom died as a result. Many governments,
including the United States, United Kingdom, Germany, France, and Canada, have made it clear
that the Russian government was responsible for this attack.

Today OFAC is designating Alexander Petrov (Petrov) and Ruslan Boshirov (Boshirov}, the GRU
officers responsible for carrying out this attempted assassination of Sergei Skripal and his
daughter. Petrov and Boshirov were designated pursuant to CAATSA Section 224 for acting or
purporting to act for or on behalf of, directly or indirectly, the GRU.

STATE DEPARTMENT CONCURRENT ACTION

In a concurrent action, the Department of State also added 12 individuals and entities
designated today to the List of Specified Persons under Section 231 of CAATSA for being part of,
or operating for or on behalf of, the defense or intelligence sector of the Russian Federation. As
a result of this action, any person determined to knowingly engage in a significant transaction
with these 12 individuals will be subject to CAATSA Section 231 sanctions.

Identifying information on the individuals and entities designated today.

OFAC Notifies Congress of Intent to Delist
geknt, Rusal, and EuroSibEnergo

December 19, 2018

Agreed Upon Framework Severs Oleg Deripaska’s Control of These Entities and
Substantially Decreases His Ownership Interest

Washington - The U.S. Department of the Treasury’s Office of Foreign Assets Control {OFAC)
today notified Congress of its intention to terminate the sanctions imposed on En+ Group plc
(“En+”), UC Rusal plc (“Rusal”}, and JSC EuroSibEnergo (“ESE”) in 30 days. OFAC has

E10H - H£25H
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determined that the significant restructuring and corporate governance changes will enable
them to meet the criteria for delisting. Russian oligarch Oleg Deripaska will remain sanctioned,
and his property will remain blocked.

“Treasury sanctioned these companies because of their ownership and control by sanctioned
Russian oligarch Oleg Deripaska, not for the conduct of the companies themselves. These
companies have committed to significantly diminish Deripaska’s ownership and sever his
control. The companies will be subject to ongoing compliance and will face severe
consequences if they fail to comply,” said Treasury Secretary Steven T. Mnuchin, “OFAC
maintains the ability under the terms of the agreement to have unprecedented levels of

fransparency into operations.”

On April 6, 2018, OFAC designated En+ for being owned or controlled by, directly orindirectly,
Oleg Deripaska and other entities he owns or controls. In that same action, OFAC designated
Rusal for being owned or controlled by, directly or indirectly, En+. ESE, a wholly owned
subsidiary of En+, was also designated.

En+, Rusal, and ESE have agreed to a framework to undertake significant restructuring and
corporate governance changes to address the circumstances that led to their designation,

= including, among other commitments: (i) reducing Deripaska’s direct and indirect =

areholding stake; (ii) overhauling the composition of the En+ and Rusal boards of directors;

i) taking other restrictive steps related to their corporate governance; and (iv) committing to
full transparency with Treasury by undertaking extensive, ongoing auditing, certification, and
reporting requirements. This framework has been documented in a “Terms of Removal,”
which, when executed, will be a binding agreement between these companies and OFAC.

OFAC will continue to aggressively enforce its sanctions on Deripaska, including by closely
monitoring these companies’ compliance with the terms of their removal from OFAC’s List of
Specially Designated Nationals and Blocked Persons {(“SDN List”). OFAC reserves the right to
relist one or all of these companies should they fail to comply with the agreement.

Deripaska will remain on the SDN List. All of Deripaska’s property and interests in property,
including entities in which he holds a fifty percent or greater interest, will remain

blocked. Deripaska’s investment in these companies is effectively frozen and Deripaska
cannot obtain cash either in return for his shares or from future dividends issued by En+, Rusal,
or ESE, Foreign persons will continue to be subject to secondary sanctions should they
knowingly facilitate a significant transaction for or on behalf of Deripaska. U.S. persons will
continue to be prohibited from dealing, directly or indirectly, with Deripaska or any other

E11H - H£25H
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designated person. OFAC’s civil enforcement authorities and processes are described in detail
in OFAC’s Economic Sanctions Enforcement Guidelines, 31 C.F.R. part 501, app. A

Treasury’s Notice to Congress and information on today’s action.

E12H - H£25H
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20t8M12H9 Notice of Intended Removals; Ukraine-/Russiarelated Designations; Cyber-related Designations

U.S. DEPARTMENT OF THE TREASURY

Resource Cenfer

Notice of Intended Removals; Ukraine-/Russia-related Designations; Cyber-related
Designations

12/19/2018

oday, OFAC submitted a nofification to Congress  of its intention to terminate the sanctions imposed on En+ Group pic
n+"), UC Rusal ple ("Rusal"), and JSC EuroSibEnergo {"ESE") in 30 days.

;;ﬂ dition, the following individuals have been added to OFAC's SDN List:

()
A ‘\.", Boris Alekseyevich, Russia; DOB 18 Dec 1980; nationality Russia; Gender Male (individual) [CAATSA - RUSSIA] (Linked To: MAIN

2 3}'} GENGE DIREGTORATE).

BOYARKIN, Victor Alekseyevich (Cyrillic: BOAPKWMH, Bukrop Anexceesud; (a.k.a. BOYARKIN, V.A. (Cyrillic: BOAPKIAH, B.A); ak.a. BOYARKIN, Victor;
a.k.a. BOYARKIN, Victor Alekseevich; a.k.a. BOYARKIN, Viktor), #1889, 28, BLD1, Generala Beloborodova, Moscow, Federal District 125222, Russia;
00B 12 Oct 1858; POB Meschovsk, Russia; nationality Russia; citizen Russia; Addittonal Sanctions Information - Subject to Secondary Sanctions;
Gender Male; Passport 200042334 (Russia); alt. Passport 842348547 (Russia) (individual) [UKRAINE-EO13661] [UKRAINE-EO13662] (Linked To:
DERIPASKA, Cleg Viadimirovich).

CHEPIGA, Anatoliy Vladimirovich (a.k.a. BOSHIROVY, Ruslan}, Moscow, Russia; DOB 05 Apr 1579; alt. DOB 12 Apr 1978; POB Nikolaevka, Amur
Oblast, Russia; ait. POB Dushanbe, Tajikistan; nationality Russia; Gender Male (individual) [CAATSA - RUSSIA]} {Linked To: MAIN INTELLIGENCE
DIRECTORATE).

KHUSYAYNOVA, Flena Alekseevna, St. Petershurg, Russia; DOB 17 Feb 1974; Gender Female; Passport 639092215 {Russia) (individual) [CYBER2]
{Linked To: LIMITED LIABILITY COMPANY CONCORD MANAGEMENT AND CONSULTING).

=3 KOVALEV, Anatoliy Sergeyavich, Russia; DOB 02 Aug 1991; nationality Russia; Gender Male {ndividual) {CAATSA - RUSSIA] {Linked To: MAIN =
== INTELLIGENCE DIRECTORATE).

— | KOZACHEX, Nikolay Yuryevich, Russia; DOB 28 Jul 1983, nationality Russia; Gender Male {individual) [CAATSA - RUSSIA] (Linked To: MAIN | ==

INTELLIGENCE DIRECTORATE).

LiIKASHEY, Aleksay Viktorovich, Russia; DOB 07 Nov 1390; nationality Russia; Gender Male {individual) [CAATSA - RUSSIA] (Linked To: MAIN
INTELLIGENGE DIRECTORATE).

MALKEVICH, Alexander Aleksandrovich, St. Petersburg, Russia; DOB 14 Jun 1975; POB Lersingrad, Russia; Gender Male; Passport 717637093
{Russia}; Nationai |D No. 781005202108 (individual} [CYBER2] {Linked To: USA REALLY}).

MALYSHEV, Artem Andreyevich, Russia; DOB 02 Feb 1688; nationality Russia; Gender Male (individual) [CAATSA - RUSSIA] (Linked To: MAIN
INTELLIGENCE DIRECTORATE).

MININ, Alexey Valerevich, Russia; DOB 27 May 1972; nationafily Russia; Gender Male; Passport 120017582 {individual) [CAATSA - RUSSIA] (Linked
To: MAIN INTELLIGENCE DIRECTORATE]).

MISHKIN, Alexander Yevgeniyevich {a.i.a. PETROVY, Alexander), Moscow, Russia; DOB 13 Jul 1979; POB Loyga, Russia; alt. POB Kotlas, Russia;
nationality Russia; Gender Male (individual) [CAATSA - RUSS1A] {Linked To: MAIN INTELLIGENCE BIRECTORATE).

MORENETS, Aleksei Sergeyevich, Russia; DOB 31 Jul 1977; nationality Russia; Gender Male; Passport 100135556 (individual) [CAATSA - RUSSIA]
{Linked To: MAIN INTELLIGENCE DIRECTORATE).

NETYKSHO, Vikior Borisovich, Russia; DOB 08 Sep 1966, nationality Russia; Gender Male {incividual) [CAATSA - RUSSIA| (Linked To: MAIN
INTELLIGENCE DIRECTORATE).

OSADCRUK, Afeksandr Viadimirovich, Russia; DOB 17 Nov 1962; nationality Russia; Gender Male (individual) [CAATSA - RUSSIA] (Linked To: MAIN
INTELLIGENCE DIRECTORATE).

POTEMKIN, Aleksey Aleksandrovich, Russia; DOB 20 Mar 1883; nationality Russia; Gender Male (individual) [CAATSA - RUSSIA] (Linked To: MAIN
INTELLIGENCE DIRECTORATE).

SEREBRIAKOV, Evgenii Mikhaylovich, Russia; DOB 26 Jul 1981; nationality Russia; Gender Male; Passport 100135558 {individual) {CAATSA -
RUSSIA} (Linked To: MAIN INTELLIGENCE DIRECTORATE),

SOTNIKOV, Dleg Mikhaylovich, Russia; DOB 24 Aug 1972; nationality Russia; Gender Male; Passperl 120018866 (individual) [CAATSA - RUSSIA]
(Linked To: MAIN INTELLIGENCE CIRECTORATE).

https:/fiwww.treasury.goviresource-center/sanctions/OFAC-Enforcement/Pages/20181219_33.aspx 12
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YERMAKOV, lvan Sergeyevich, Russia; DOB 10 Apr 1986; nationalily Russia; Gender Male (individual} {CAATSA - RUSSIA] (Linked To: MAIN
INTELLIGENCE DIRECTORATE).

The following entities have been added to OFAC's SDN List:

ECONOMY TODAY LLC (a.k.a. EKONOMIKA SEGODNYA), d. 19 Litera A. Pom. 423, UL, Zhukova, St. Petersburg, Russia [CYBERZ] {linked To:
LIMITED LIABILITY COMPANY CONCORD MANAGEMENT AND CONSULTING).

FEDERAL NEWS AGENCY LLC (a.k.2. FEDERALNOE AGENTSTVO NOVOSTE! O00), d. 18 litera A. pom. 2-N, UL, Vsevoloda Vishnevskago, St
Petersburg, Russia; Moscow, Russia [CYBERZ2] (Linked To: LIMITED LIABILITY COMPANY CONCORD MANAGEMENT AND CONSULTING).

NEVSKIY NEWS LLC {a.k.a. NEVNOV; a.k.a. NEVSKIYE NOVOSTI), d. 1t korp. 2 pom. 327-N, ul. Staroderevenskaya, St. Petersburg, Russia
[CYBERZ] (Linked To: LIMITED LIABILITY COMPANY CONCORD MANAGEMENT AND CONSULTING).

USA REALLY, 5t. Petersburg, Russia; Moscow, Russia; Website www.usareally.com [CYBERZ] {Linked To: FEDERAL NEWS AGENCY LLC).

hitps:/fwww. treasury.goviresousce-centerfsanctions/OFAC-Enforcement/Pages/20181219_33.aspx
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DEPARTMENT OF THE TREASURY
WASHINGTORN, D.C, 20220

December 19, 2018

The Honorable Mitch McConnell
Ma_;orxty Leader of the U.S. Senate
Washmgton, D.C. 20510

Dear Mr: Majority Leader McConnell:

With this letter, we wish to provide you with notification that Treasury intends to terminate the

sanctions imposed on En+ Group plc (“En+"), UC Rusal ple (“Rusal”), and JSC EuroSibEncrgo A 1
(“ESE”) in 30.days. En+, Rusal, and ESE have agreed to undertake significant restrucfuring and
.-corporate govemance changes to. address the clreumstances that led to the:r deszgnatlon 0

below 50 percent overhauhng the composmon of those entities’ boards of dlrectors takmg
_ :restncnve steps related to their corporate govemance and agreemg to unprecedented

requlrements As part of thls agreement half of En+’s restructured board of dlrectors will be
comprised of U.8. or UK nationals and Rusal’s current board chairman’ will step ‘down,
Deripaska will remain sanctioned. All of Denpaska S property and interests in property,
including entities in which he owns a fifty percent or. greater interest, will remain blocked, @nd
R foreign persons will continue to be subject to secondary sanctions should they knowingly

o I facilitate a mgmﬁcant transactlon for oron behaif of Denpaska of entities in whxch he awns a

his, interests in these compames will aiiow Derlpaska to obtain cash cither in return for shares
relinquished i, or from future dividends he: may receive from, En+, Rusal, or ESE. OFAC
Teserves the right to relist any or all of these ‘companies should: the change in circumstances
‘represented by their 1mplemcntatlon of the agreecment. thb OFAC be reversed, including by a
‘material breach of the terms. of the agreement

1, Backgmund :

On Apnl 0, 2018 OPAC desngnated seven Russian ohgarchs mc]udsng Oleg Deripaska, and 12
companies they own or control, This action also targeted 17 senior ‘government officials as well
as a state-owned Russian weapons tradmg company and its subsidiary, a Russian bank. The
Apnl 6 action aggressively targeted Russian oligarchs and elites that further the Kremlin’s global- -
mahgn actmttes mciudmg its attempts to subvert Westem democracy, xts support for Ihe Assad
Ukrame Thxs sanictions action was ooe of many that the Treasury Department has taken to
target Russia’s malign behavior. Under this Admmlstration, Treasury has sanctioned 256
Russia-related individuals and entities, including 150 individuals and entities under
Ukraine/Russia-related sanctions authorities codified by the Countering America’s
Adversaries Through Sanctions Act (CAATSA).
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- Among the 12 compames targetad on Aprﬁ 6, OFAC desxgnated En+ for belng owneci or
-~ _controlled by, directly or indirectly, Deripaska, and placed En+ on its list of Specially
-+ Designated Nationals arid Blocked Persons (“SDN List”) pursuant to Executive Order- 13661 of
. March 16,2014, “Blocking Property of Additional Persons Contributing to the Situation in
. Ukraine” (“E 0. 13661”) and Executive Order 13662 of March 20, 2014, “Blocking Property of
- Additional Persons Contributing to the Situation in Ukraine” (“E.O. ]3662”) OFACalso -~
 designated Rusal for being owned or controlled by, directly or indirectly, En+; Deripaska hasa - =
.7 0.,01 percent direct ownership interest in Rusal, and his involvement was not a basis forthe - ..
 designation of Rusal. OFAC also designated ESE for being owned or controlled by, directlyor
*indirectly, En+ and Deripaska, As with En+, OFAC placed both Rusal and ESE on lhe SDN Llst SRR
pursuant to EO 13661 andE O 13662 AR

'{'he action on Apni 6 was among thie most 1mpactful targeted sanctxons actlons ever takcn by LT
- OFAC and included many of the globally integrated companies the ollgarchs rely on to generate R
\ - their wealth. The demgnanon of Rusal, the world’s second largest aluminum producer, was feft -~ 7
E 1mmediately in g!obal alummum markcts The price of alummum soared in the weeks follomng B

' genetaihcenses =

2 E‘n+ Rusal and ESE‘ Pet:t:on OFAC for Dehstmg i

= | o ;As stalcd pubhcly by Treasury Secretary Stevcn T Mnuchm the demgnatwns of En+ Rusal and [+

== | . . ESE, as well as the follow-on collateral consequences, were not the primary aim of the. Apnl 6 FERT A s

= I “'" sanctions against Deripaska. Rather, En+, Rusal, and ESE werc designated due to their - ol LS
. _entanglement with Deripaska. ‘Economic sanctions, 1ncindmg those in E.O. 13661 and - o R

. ~E.0.13662, are designed to change behavior. In this case; the objectives of the sanctlons were to_:i- L

' ireduce Denpaska sownership in and sever hts cuntroi of these entmes Sl ;- R L

- Upon theu' demgnat:on on Apni 6 2018 En+ Rusal and ESE (collectwely, thc “Petltmners”) o
E appraached the U.S. Departmernit of the Treasury’s Office of Foreign Assets Control (OFAC) to R
- petition for delisting pursuant to 31 C,F.R. § 501.807. The Petitioners, led by Lord Gregory. -
- Barker, the former Mlmster of State for Energy and Chmatf: Change far the Unnted ngdom
- evaluated whether Petmoners were crcdlbiy able to rnake matenal changcs in the structure and -
_.::composition of the companies : such to be eligible for delisting.’ Petitioners. conducted themselves
“.- throughout in a cooperative and transparent manner.. Petitioners submitted proposals whereby
- they would sever the ownership and contro} of Deripaska over Petitioners. Thmugheut the .
‘..o negotiations, OFAC pressed for terms that were targeted towards further restnctmg Derlpaska
-~ Ultimately, OFAC and the Petitioners were able to settle on terms’ acceptable to OFAC and S
" implementable by Petitioners. ‘As a result, Petitioners have agreed to undertake significant = : :_ S
. “restructuring and corporate governance changes to address the circumstances that led to tbeir LT
S des:gnatlon, including significantly reducing Deripaska’s direct and indirect shareholding stake -~~~
- . inPetitioners; overhauling the composmon of their boards of directors; takmg other restnctwe o
- steps related to their corporate governance; and : agreeing to undertake extenswe ongomg
A auchtmg, cemﬁcatlon and repnmng requxrements R e o .

Sl
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3 Ckange in Crrcwmtances wm’: Respect to En-i- Rusaf‘ m:d ESE

| Smce their desrgnauon and followmg months of detaxled negotlatlons with Treasury, OF AC has '
- secured from Petitioners a binding agreement that severs Deripaska’s control over these critical
- revenue—generaimg ennttes and reduces hrs ownershxp in these entmes below 50 percent thereby

an unprecedented level of transparency for the U S. govemment mto these global compamres, b
along wﬂh the other substantlal concessxons obtamed from them R

o { e f Pentloners ongonng substannal comm;tments this letter serves as nouﬁcation of Treasury s
* intention to terminate’ the sancnons imposed on En+, Rusal, and ESE in 30 days Treasury also’ : S
" ‘assesses that this action — a removal based on a change in factual circumstances thatisinline =
o o-oowith longstandmg U. S sanctions precedent and pract;ce des;gned to change behavmr e 15 not R S
G mtended to SIgmfcantly alterUS forelgnpohey RS SR RN e

We stress that Derlpaska wzli remam sanchoned dnd ori’ QFAC’S SDN LISL All of Denpaska s 5
* property and interests in property, mcludmg entities in which he owns a fifty, pereent or greater
- interest; will remain blocked. The resuit of OFAC’s conditions for delisting is that Denpaska 3.
“investment in En+ is isolated and frozen. En+is the linchpin underlymg the designations of -

=1 :: " these companies, since Deripaska has virtually no direct ownership stake in Rusal, and none at
=1 o 33all in ESE. Spec1ﬁcally, Deripaska’s stake in En+ will be reduced. from approximately 70 e
i ' percent to 44,95 pereent, and his stake cannot be incteased in the future. Pursuant to the

. agreement, Deripaska’s stakein En+ will be reduced through corporate restructurmg transaetlous
that do Tiot involve the transfer of funds directly or indirectly to Deripaska, as’ ‘well as by ain
"-  donation of shares to.a charitable foundation. : None of the transactions to: be undertaken -
2 ¥\ consistent with the agreement will allow Derlpaska to obtain cash either in return for his shares
. Ey] '_ or from future dividends issued by En+; Rusal, or ESE:: Future dividends to which Deripaska -
I\ T may. be enhtled due to hls dxmm;shed ownershrp mterests wnli be placed mto a blocked account i

Denpaska Fmaliy, OFAC has made: 1t ciear to the Petationers that 1t reserves the rlght to re!zst
: any or all of the Petitioners should the change in. circumstances represented by their: :

i implementation of the agreement with OFAC he reversed mcludmg byamater:al breach of the AR
tennsoftheagreement -';;::;;.-._-. AP e Ot R

SN

L ,4. ;?Detarls afthe RestmcturmgAgreedto by En-!— Rusal andESE BEUCHEEE

" The SIgmﬁcant restructunng and corporate governance changes agreed to by Petmoners have .

been documented in a “Terms of Removal,” whichis a bmchng apreement between Petitioners - -
‘and OFAC that remains in effect as Jong as Denpaska is on the SDN List.. The foundatmn of tlus

~agreement is the role of En+in the restructurmg and corporate governance changes Deripaska™ _'

_will have no direct ownerslup stake in ESE and will retain only'a 0.01 percent direct ownershlp o

' stake in Rusal En+ w;ll own and eontmi Rusal and ESE wmch operates to rsolate and freeze R

I8H » 4258
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e ' Denpaska s mdu'ect ownership in Rasal and ESE Through the Terms of Removal Petmoners
Lo agreed to 1mplement the follomng
e ::-:Benpaska s ownersiup in En+ brought well beIow 50 percem. Denpaska ] stake in S
cees i 0 End will fald from approxlmately 70 percent to 44.95 percent, and his stake cannotbe ;" SRR
S0t T Vinereased. Pursuant to the Terms of Removal, VTB Bank or another non-SDN assignee -
s appmved by OFAC (“VTB Bank”) will take ownership of a block of Denpaska 5, shares
. in En+ pledged as collateral for previously issued obligations of entities controlled by - - .
. Deripaskd issued by VTB Bank.' Deripaska’s ownership interest in En+ will fall furth_er iR
. as a result of & restructuring transaction whereby the Swiss company Glencore, orits -~ -
- submdlary, swaps shares in Rusal for a direct ownership interest in En+. The end result
_of these corporate transactions will be a significant fall in Derlpaska s awnemhxp of Ent,’.
. none of which involve the transfer of funds directly or indirectly to Deripaska. ‘Deripaska -
will also donate a block of shares 1o a charitable foundation. None of the transactionsto = = .
L be undertaken consxstent w1th the agreement wﬁl allow Denpaska to obtain cash elther N

. .Lmt:red vormg ﬂghts in En+ Denpaska \mli not be ahle to vote more. than 35 percent of Gl
"' Ent shares, as Deripaska will assign any voting rights above 35 percent of En+ sharesto.

- “"a'voting trust obligated to vote in the same manner as the majority of shares held by =~

- :shareholders other than Deripaska. Furthermore, OFAC has identified several - Lo
;:sharehoiders w1th professwnai or family ties to Denpaska Tnall such cases, Ent has i

il | ‘agreed to assign the voting rights under these shares to an independent third party withno ° o i [
= R personal or professional ties to Deripaska. Furthermore, VIB Bank will reassign votmg ST
R _j-_f'nghts assomated w1ththe shares 1t takes ownershlp oftoanmdependent thu'd party i LB

Lom 'Independent board of d:reciors for En+ En+ agrccd to create a board of 12 du-ectors
 ‘with'a majority of independent directors. Eight of the directors will be mdependent of vl s

- Deripaska and selected through an agreed-ta process that utilizes an executive search ﬁrm G

R to select members with no business, professional, or family ties to Denpaska or any oiher i
SR s _:demgnated person. Wlth these changes, half of the En+ board will now be U. S or UK :

" proposed new hoard members Prior to desxgnauon, En+’s board was not majonty- :
e ;mdependent and consisted of 12 directors, of whom only three were independent non- e
#) " executive directors. Deripaska will have the right to nominate no more than four =~ =
~ -+ directors, Replacements for these eight will be selected through the same process, with

- an opportunity for further review by OFAC. En+ has agreed that Directors nominated by L
- _-Denpaska wﬂl not be perrmtted to 51£ on the A.udlt or Nommauans committees. .

~ LVTB Bank is presently hsted as an enuty on OFAC's Sectorai Sam:twns ldennf catton List and is sub_;ect 0 Lo
.- Directive 1,/which prohibits U.S. persons from transacting in, providing financing for, or otherwise dealing innew. -~ -
min il debt ofspec:t' ied tenars or.new equity by, on behalf of, or for the benefit of the | persons. operating in Russia’s S :
.. financial services sector named under Directive 1, their property, or their interests in property. Based on Petitioners e
" -1 delisting petitions, the transactmns to be undertaken pursuant to the Terms of Removai do not appear to be B
o ._'prohlbltedunderDlrectwel L RS EE . N AR
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e F urther exrmgmsltmeut of contral To ﬁ.lrther extmgmsh potentzai avenues of contm! .
by Deripaska, Deripaska is required by the Terms of Removal to provide a deed letter to T
" Ent thatincludes a number of binding legal commitments severing his ability to control
" . Ent. Specxﬂcally, the deed letter provides that Ent and Dcnpaska exphcxtly agree not to i

— :act in any manner orto enter mto any arrangement whethcr by contract trust, or

o controilmg mﬂuence over the management or pohcres of En+ or any ennty awned or

. controlled by En+, including Rusal and ESE “En+ also has agreed to. ccmfy that, besxdes

" the right to nominate four directors, it has not granted Denpaska or any of his relatives 1L
- any nghts beyond those of ordmary shareholders mﬂ) respect to En+ ancl any entxty A R

e Ongomg iransparency tkmugh audrtmg, certgf carmn, and repomng. The Petmoners _: ;
. have agreed to provide OFAC with an unprecedcnted level of transparency intothe . -
i _'management and operation « of these companies. En+ and Rusal agreed to comply with -
' ongoing auditing, certification, and reporting requitements; mciudmg (i) auditing En+’
and Rusal’s engagaments w1th and nbhgatmns to Denpaska and any entltles cuntroi]ed by

. company reports for Ent: and Rusal: (:v) prowdmg OFAC board mmutes for Ent and _ __ﬁ 5 G
~ " Rusal; (v) immediately notifying OFAC of any change in the ‘composition of the - Sl
.. .independent En+ board and cert:fymg that any such change is consistent with the e
.1 selection process outlined in the Terms of Remova] (vi) zmmcdiateiy notlfymg OFAC of :
7~ any anticipated changes to the identity of any independent third party assigned voting
G -ﬂnghts in relation to En+ and cerlifying that such individual has no business; pmfessmnal
o or famﬂy ties to Denpaska or any other SDN (vu) 1mmedzately notlfymg OFAC of any .

S OFAC of any ant1c1pated changes to the constltuent documents of any of the Petltmners o ROt
L and certafymg the ant:c:pated changes are: consastent wuh the Tenns of Removai. T T
S In ail cases notzﬁcatlons and cemﬁcatmns requlrcd to be made under the Terms of _______ S
" Removal are designed to ensure that Deripaska cannot obtain increased influence over SR
© . En+ or Rusal by changes in the management or ownership of En+.. Furthermore, En+ has

L 'agreed that no enmy owned or controlled by En+ mciuclmg En+ and Rusal wﬁl change i

e En+ has agreed 10 respond ful}y and expedxtlously to any request for mfarmatxon from
- OFAC regarding the Terms of Removal or general sanctions compliance. OFAC will -
' 'contume to actwely monztor the Petltxoners comphance wﬂ.h the Terms of Removal for : f :

8 : gxeater mterest, or any other b!ocked person ‘seeks to mﬂuence the Petltzoners All of the
: imformatlcn provxded and certlficanons En+ 15 requlred fo make under the Terms of '

$20H - £25H
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= Removal WIH be darected to OF AC’s Ofﬁce of Global Targetmg, the ofﬁce that develops
> evzdentlary packages to des:gnatc mdmduals aﬂd entlttes and whmh manages the
_dehsﬁngprocess S .;. AR

e 3*Add:tlo_:_m( _c;omm:tmentf wm& respect ta Rusaf OF AC dem gnated Rusal for bemg
'OFAC, Rusal and En+ agreed that En+, once it is io longer subject to sanctions, shall
‘continue to control Rusal through a 56.88 percent stake and that En+ shall retainits right -

to nominate the CEO of Rusal. Deripaska will only retain a direct sharehcldlng interest
in Rusal of 0.01 percent and any dividends from this intetest would be placed ina

. blocked account. En+ has committed to use its majority control of Rusal to create a

' board of 14 members, and a majority of those board members (cight) will be independent " o

_non-executwe directors who have no business, professional, or family ties to Deripaska,:: - o

Car any other SDN. :The Chairman of the Board of Rusal will be one of the mdependent

*mon-executive directors, and the current Chairman of Rusal (Matthias: Warmig) is stepping i

" down as a condition of the del:stlng of Rusal and further will no longer be a member:of -

- the Rusal board. The other six directors will likewise have no business, pmfessmnal ar f':.' o

- family ties to Denpaska, or any other SDN; other than their professmnal backgroundsas .-
-employees of Rusal or En+, Denpaska will have no right 10 appoint any board members
*of Rusal.  Prior 10 designation, Rusal’s board was not majonty—mdependcnt and conszsted :
. of"18 directors, of whom only. six were independent non-execttive directors. OFAC has =

© . compliance with the Terms of Removal. Rusal has also agreed to extensive certification -
“-and reportmg requlrements sxrmlar 1o those agreed to by En+ Furthermore En+ has_ B

o :_subsxdleuy of Enck. It does not have an mdependcnt board of dJIBCtOIS, and day—to—day L
~management is the respons1b1hty of the General Director, who is appointed and overseen - o
.+ by the Ent board of directors.” The change:in ownership and control of En+ described
~“above would also cxtmgmsh Deripaska’s control of ESE.- Deripaska will not have any

i 'OFAC with monthly certifications that he or she is not acting for or on behalfof
L Denpaska, or any other SDN and that controi over ESB rests wlth the General Directcr

o ';'requlrements that En+ com:m*:ted to wﬂl necessanly encompass ESE operalmns and

i 'OFAC w1li contmue to enforce its sanctlons on Denpaska aggresswely, mcludmg by closely
g momtormg the Pctztmncrs comphance w1th the Terms of Removal (“TOR”) Should one or all

el e
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E B vetted the current slate of directors for Rusal’s board, will review any ; future mdepeudent - :i 3 _  R _
-~ director candidates, and will monitor all director appointmenits to ensure Rusal’s ongomg s

' direct shareholding interest in ESE. Furthermore, ESE’s General Director will provide - e

management o
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: £ of the Petmoners fazl to ablde by the bmdmg TOR OFAC wzll cuns:der all remed;es at 1ts
: d:sposal mcludmg re»deszgnatmg the offendmg entlty SRR

o Eigforcement ri:rouglt complere transparency. The '{’OR agreed to batween OFAC and
. Petitioners require unprecedented transparency. The Petitioners must regularly provide
" 'OFAC with information and certifications about their compliance: with the TOR. This

- w1ll supplement 'and be ccnﬁrmed w:th the U S Govemment’s own mformatmn

o’ :'The Pehtlcners are reqmred to pmvsde OFAC monlhly cemﬁcatmns rcgardmg
S 'mdependence from Denpaska and any other de51gnated person; En+ and Rusal, -
- which make extensive commltments in the TOR, are required” to ccrtxfy monthiy
1o then' compl;ance W1th respect to ail elements Gf the TOR P

board mmutes and audlt reports related tc Denpaska sor other desr gnated
: ; persnns potentlal colIatera§ mvolvement in. En+ and Rusal '

i : : . a :V;.En 'and Rusai are requnred to agree that if OFAC pmv1des En-!- / Rusal wuh i
e information that bears on the compltance of En+ / Rusal with any of the elements- :

B Dcrxpaska appomted dlrectors ef Fn:v or w1th respect ta any of the elght 8
- -independent non-executive directors of Rusal — En+ / Rusal will report to OFAC'

: -'fpromptly on any actions that will be undertaken to remediate the issues ldentxfied .
bt by OFAC and wnll provlde OFAC thh an opportumty to respond oF object to

SR E_Change in ctrcumstances represented by Petitioners’ entenng mto and adhermg to "3 : : _E : | .; | .
SR the TOR is reversed mcludmg by a mater:al breach of the TOR SRR I

e 'Addmanal meclmmsms far enfarcemem Over and above the TOR OFAC retains broad San
- authorities ta potentially designate or bring an enforcement action for direct or md:rect Firei
" dealings wnh Denpaska or any other desxgnated person m the course of dcalmg thh the
-'-Petlt;oners TR i e e

e Not\mthstandmg the dehstmg of the Petxtmners Denpaska rcmams sancuoned
OFAC therefore, has the authonty to demgnate any person for provxdmg, dlrcctly
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of ;ndxrectiy, material support to Denpaska, mcludmg, for example an
: _“mdependent” dlrector who acts at Derlpaska 5. behest
2 Notmthstandmg a dehstmg of the Petmoners, U S persons w:li contmue [ be i
~  'prohibited from deahng, directly or indirectly, with Deripaska or any ‘other - '
designated person.” OFAC’s civil enforcement authorities and processes to
address such a situation are described in detail in OFAC’S Economlc Sanctmns e
EnforcementGmdelmes 31CFR partSOl app A L SR

potentlai secondary sanctions for knomngly facnhtatmg mgmﬁcant transactlons o

_ for.or on behalf of Deéripaska or any other person or entity subject to sanctions L
o 1mposed by the United States with respect tc the Russ:an Federation as descnbed

in OFAC’S gmdance - _

6. Co:rclusron

iTreasury offi c1als stand ready to engage and answer any questmns that ‘may arise upon review of e

. ‘this submission.  Moreover, the Petitioners have confirmed their consent to the release of the.

. proprietary information contained in the TOR to the appropriate congressional leadership and e

.. comimnittees as may be: necessary. "Please feel free to.reach out to Treasury’s Ofﬁce af Legxslatwe 3_' G
B Aﬂ‘mrs at (202) 622—1900 ifyou would hke to d:scuss thls matter further R o

Andrea M Gackx
Dlrector
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Qe _'I'he Honorable Charles Schumer, Mmorxty Leader, u.s. Senate
" ...The Honorable Paul Ryan, Speaker, U.S. House of Reptesentauves
" The Honorable Nancy Pelosi, Minority Leader, U.S. House of Representanves .
- . The Honorable Mike Crapo Chalrman, _Commlttee on Bankmg, Housmg & Urban
- Affairs, U.S. Sénate - -
" The Honorable Sherrod Brown Rankmg Member Comm:ttee on Banklng, Housmg &
*Urban Affairs, U.S, Senate”
. The Honorable Robert Corker, Chalrman, Commlttee on Furexgn Relatlons, U S Senate R
*‘The Honorable Robert Menendez, Rankmg Member, Commxttec on Forcsgn Rciauons, ?_ E
_ 'U.S.Senate - L
- +The Honorable Ed Royce, Chalrman Commntee on Forelgn Affazrs Us. House of
- Representatlves
“The Honorable Ehet Engei Rankmg Member, Commmee on Forex gn Affau-s, U S
o -:'House of Representatlvcs

.......

' of Representatwes

" The Honorable: Max:r'le'Waters, Rankmg Member Cormmttee on Fmanclal Semces
o :U S House of chresentatwes L

24H - H25H
;z.f'ii"r /-x‘f#—)‘/\ ﬁ?‘w‘rrh’h ez W I N A S S U o e NP AN A T e N
& EEM AR - 5525 H /3526 H (351 H)



1080050005

ST

o S

h

$25H - H25H



