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Vs DEPARTMENT OF THE TREASURY

Resource Center

North Korea Designations; Global Magnitsky Designation
9/13/2019

QFFICE OF FOREIGN ASSETS CONTROL
Specially Designated Nationals List Update

The following individual has been added to OFAC's SDN List:

KAYIHURA, Kale (a.ka. MUHWEZ] Edward Kalekezi Kayihura); DORB 26 Dec 1955, nationality Uganda; Gender Male; Passport DAG24329 (individual)
IGLOMAG].

The following entities have been added fo OFAC's 8DN List:

AND Peorea, Morth; Secondary sanctions risk: North Korea Sanctions Regulations, sections 510.201 and 510210 [DPRK3].
Bil {a.ka. "APT 38" a.ka. "APT38"; a.ka. "STARDUST CHOLLIMA™, Korea, North; Secondary sanctions risk: North Korea Sarnctions
Reg s, sections 510.201 and 518.210 [DPRKS].

US GROUP (ak.a. "APPLEWORM", alea. "APT-C-28" a ka. "GROUP 77"; a.kua. "GUARDIANS OF PEACE"; a.k.a. "HIDDEN COBRA" aka.
"OHEICE 91" aka. "RED DOT" aka. "TEMPHERMT; a.ka. "THE NEW ROMANTIC CYBER ARMY TEAM"; aka. "WHOIS HACKING TEAM";
a.k.a. "ZINC"), Potonggang District, Pyongyang, Korea, North; Secondary sanctions risk: North Korea Sanctions Regulations, sections 510.201 and
510.210 [DPRK3].
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PRESS RELEASES

Treasury Sanctions North Korean State-
sponsored Malicious Cyber Groups

WASHINGTON -~ Today, the U.S. Department of the Treasury’s Office of Foreign Assels Control {OFAC) announced

sanciions targeting thres North Korean state-sponsored malicious cyber groups responsible for North Korea's

iify North Kerean backing groups commonly
oroff,” and “Andarial”

rnaticious cyber activity on critical infrastructure. Today™s actions ides

kriowr within the global cyvber security private industry as “Lazarus Group,” “Bluen
‘g@z’i--.es instrumentalities, or controlled entitias of the Government of North Korea pursuant to Executive Order
(B0 13722, based on their relationship to the Reconnaissance General Bureau (RGB}. Lazarus Group, Bluenoroff,

and Andariel are controlied by the U.S - and United Nations (LN}-desipnated RGE, which is North Kores's primary

e
inteilizence buresu,

oo
H
H

reasury is taking action against North Rorean hacking groups that have been ;:‘::f rating cyher attacks o

support itliclt weapon and missile programs,” said Sigal Mandelker, Treasury Under Secretary for Terrorism and

Financial intelligence. “We will continue to enforce suisting U5, and UN sanc‘sions ;agaéﬂst iorth Korsa and work

with the internations! community to mprove oybersecurity of financial natworka”

MALICIOUS CYBER ACTIVE
AND ANDARIEL

TY BY LAZARUS GROUP, BLUENOROFF,

Lazarus Group targets institutions such as government, milltary, fnanclal, menufacturing, publishing, medis,
antertainument, and internstions! shipping compearnies, as well as gitical infrastructire, using tactics such as cyber
sspionage, dala theft, monetery heists, and destructive malware cperations. Crested by the North Korsan
Government s early as 2007, this malicious eyber group is subordinate to the 130th Resssrch Center, 3rd Bureau of
the RGE. The 3rd Bursau is also known as the 3rd Technicsd Survaillance Bureau and is responsible for North Korea’s

cyber operations. In addition to the RGB's role as the main entity responsible for North Korsa’s malicious cyber

I
Y

activities, the RGR s also the principal North Korean indelligence sgency and is involvad in the trade of North Korean
arms. The RGB was designated by OFAC on January 2, 2015 pursusnt o £.0. 13887 for being a controllad entity of
e Government of North Korea. The RGRB was also Hsted in the annex to E.G. 13551 on August 38, 2018, The UN alse

ignatad the RGE on March 2, 2016,

arus Group was involved in the destructive WannaCry 2.0 ransomware attack which the United States, Australia,
Canade, New Zesland end the United Kingdom publicly etiributed to North Korea in December 2017, Denimark and
Japan issued supporting statements and several U3 companies ook independent actions fo disrupt the North
Korsan cyber activity, Wannalry affected st least 150 counidries around the world and shut down spprodimately
three hundred thousand computers. Among the publicly identifled victims was the United Kingdon?'s {UK) National

P 3 75,

Health Sarvice (NHB) Approvimately one thivd of the UKs

(Y

secondary care hospitals — hospitals that provide
intensive care units and other emergency servi and eight percent Gfgfeneraimedicaipractims in the UK wers
cetlztion of more than 19,

crippied by the ransomware attack, Ieading to the 000 appointments and vliimately

108UJ00794_3_01145743570.0dt AT > 27T
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costing the NHS over $112 million, making it the biggest known ransormware outhreak in histerv. Lazarus Group was

Y5 4

slsn divectly responsible for the well-known 2014 oyher-atiacks of Sony Pictures Entertainment (3PEL

Alse designated today are two aub-groups of Lazarus Group, the first of which is referred to as Bluenoroff by many
private security firms. Bluenoroff was formed by the North Koresn governiment fo earn revenue illicitly inresponse
toincreased globel sanctions. Bluenorofl conducts malicious cyber activity in the form of oyber-enabled heists
against foreign financial institutions on behalf of the North Korean regime to generate revenue, in part, for its

growing nudlear weapons and ballistic missile programs. Oybensecurity firms fivst noticed this group as early as

2014, when North Kores's cyber efforts began to focus on financial gain in addition to obtaining military
information, destabilizing networks, or intimidating adversaries, According to industry and press reporting, by
’ix'\

013, Bluenoroff had attermpted to steal over 51,1 bitlon dolars from financizal institutions and, a::w;“dmgt& press
reports, had successfully carried out such operations against banks in Bangladesh, india, Mexico, Fakistan,
Philippines, Scuth Korea, Taiwan, Turkey, Chile, and Vielnam,

According to cyber security firms, typicatly through phishin ,and backdoor intrusions, Bluenoroff conducted
sueesssiul operations targeting more than 16 organizations across 11 countries, including the SWIFT messaging
system, financial institutions, and cryptocurrency exchanges. in one of Bluenorof’s rmuost notorious cyber activities,
the hacking group worked jointly with Larerus Group to steal approximately 580 million dollers from the Central
Bank of Bangladesiys New York Federal Reserve account, By leversging mabware simiisr to that seen in the SPE
cybar atback, Bluenoroff and Lazerus Group made over 36 targs fund trensfer requests using stolen SWIFT

credantials in an altemp to steal 2 totel of 3851 million befors a typegraphical ervor slertad personnel to preve
the additional funds from being stolen.

5
2

The secordd Lazarus Group sub-group designated today is Andariel. Hfocuses on conducting malicious oyber

0
“D

erations on foreign bu;!-’amw”; sovernment agencies, financial services infrastructure, private m{pa;“a‘siaﬂs, and
bu*‘inesses, as well as the defense industry, Cybersecurity firms first noticed Andariel around 2015, and reportad
Andariel consistently executes cybercrime fo generale revenue and targets South Korez’s government and

LN astruchure in order to collect information and to create disorder.

Iedifically, Andariel was observad by cyber sacurity firms sltemptling to steal bank card information by hacking

¥ Mz to withdraw cash or steal customer information fo later sell on the black market. Andarielis also

responsibis for developing and creating unigque mabware 1o hack inlo online poker and gambling sites to stesl cash,

Aceording to industry and press reporting

i

beyond its ariminal efforts, Andarisl continues fo conduct malicious
oyber activity ageinst South Korea government personne! and the South Korean military in an effort to gather
intellizence. One case spotted in Septemnber 2016 was a cyber intrusion inte the personat computer of the South
Korean Defense Minister in office st that Hime and the Defense Ministry’s intranet in order to extract military

operations infellizence.

ir adidition to malicious oyber activities on conventiona financial institutions, forelzn governments, major

comnpanies, and infrastruciure, North Korea’s oyber oparations also target Virtual Asset Providers and

ryptocurrency exchanges to possibly zasist in obfuscating revenue streams and oyber-enabled thefis that also

petentaaiiv fund North Korea’s WD and ballistic missile programs. According to industry and press reporting, these
three state-sponsored hacking groups Hikaly stole sround $571 million in cryptocurmrency alone, from five exchanges
Ji S/ &

irt Asta between January 2017 end September 203
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.5, GOVERNMENT EFFORTSTO COMBAYT NORTH KOREAN CYBER
THREATS

of Homeland Security’s Cybersecurity and Infrastructure Security Agency

Separately, the Department {C1%A) and
U5, Oyber Command {USCYBERCOM! have in recent months worked in tandem to disclose malware samples to the

private cybersecurity industry, several of which wers later atiributed to North Korean cyber aciors, as part of an

argoing efforite p ‘otect the U.S. financial system and other aritical infrastructure as well a3 to have the greafest
) £ on improvi g giobal security. Tff';u, E imngwsﬁ* today's OFAC action, is an example of 2 government-wide

y result of teday's action, alf property and interests in property of these entities, and of any entities that are

Fo)

O\:‘Jﬂ&d, divectly or indirectly, 50 percent or more by the designated entitiss, that are in the Uniied States orin the

I Y ats

possession or conirel of LLS. persons are blocked and must bae reported to OFAL, OFAC s regulations gensrally
probibit 2l dealings by U.5. persons or within {or transiting) the United Sates that involve any property or interests

int property of blocked or designated persons.

in addition, persons that engage in certain transactions with the entities designated today may themaelves be
[ o

fad

rposed o designation. Furthermore, any foreign financial institution that knowingly faciiitates a significant
transaction or provides significant financial servives for any of the entities designated todey could be sublect to U

correspondent account or payable-through sanctions.

Infounaton s the s es designated wday.
o 7
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